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CREDIT & 
FINANCIAL RISK

3rd PARTY/VENDOR 
MANAGEMENT

REGULATORY &
COMPLIANCE RISK

REPUTATIONAL RISK

ESG & SUSTAINABILITY 
RISK

CYBER RISK

Through integrated risk 
assessment perspectives



Providing outcomes that support
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ACTIONABLE INSIGHTS RESILIENCE & ADAPTATION



Agenda



CHARITY 5K RUNQR Code INNOVATION ZONESOLUTIONS CORNER



Join at slido.com
#London23

ⓘ Start presenting to display the joining instructions on this slide.
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Professor Moorad Choudhry

Keynote
The changing business landscape: 
competitive priorities for resilient 
banks



Audience Q&A Session

ⓘ Start presenting to display the audience questions on this slide.
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Guarav Ganguly
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Moody’s Analytics



Europe: Testing Times

21 March 2023Gaurav Ganguly, Chief EMEA Economist
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Sources: Eurostat, Moody’s Analytics
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Sources: Moody’s Analytics
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Business Investment (2019Q4=100)

70

80

90

100

110

2019Q4 2020Q4 2021Q4 2022Q4

US EZ UK

Household Consumption (2019Q4=100)

60

80

100

120

140

2019Q4 2020Q4 2021Q4 2022Q4

US EZ UK



Presentation Title, Date 21Moody’s Analytics

GDP growth qtr/qtr, %

A Soft Recovery
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The Gas Price Has Come Down

Dutch natural gas TTF, € per MWh, 1-mo forward contract

Sources: Bloomberg, Spectron Group, Moody’s Analytics
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2019=100

But Food Remains High

Sources: European Commission, FAO, Moody’s Analytics
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And Unemployment Will Hold Steady

Source: Moody’s Analytics
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Sources: ECB, BoE, Moody’s Analytics
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The Risk Map Is Crowded

Source: Moody’s Analytics



Audience Q&A Session

ⓘ Start presenting to display the audience questions on this slide.
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Moderated by: Professor Moorad Choudhry

Panel Discussion
The Next Frontier of Value Creation:
What Should Banks Transform to Thrive? 

George Anagnastopoulos
ex- CRO

Hanna Sarraf
Chief Risk Strategy Officer
Starling Bank

Susan Urkevich
Head of Sustainability
HSBC

Gernot Hinterleitner
Head of Corporate Credit
Raiffeisenbank Int



Audience Q&A Session

ⓘ Start presenting to display the audience questions on this slide.
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ESG & 
Climate

Ballroom

KYC & 
Financial 
Crime 
Compliance 

Lending 
Pricing & 
Underwriting 

Risk & 
Finance 

Globe 1 Globe 2 Globe 3&4



Lunch Break 
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Derek Vadala
CRO
BitSight

Keynote
Strategic approaches to Cyber Risk 
Management



Rising Interconnection of Risks Creates 
a Market Mandate for Cyber Analytics
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ADVANCED

740 - 900

Cybersecurity Risk is Growing Quickly
Expanding digitization, increased s ophis tication of threat actors  and a  heightened regulatory environment has  
res ulted in cyber los s es  that are growing in frequency and s everity

1. McKins ey (2022)
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Losses have meaningful impact on organizations

Although the majority of cyber events  are res olved without large financial impact, and without public 
dis clos ure, there are a  growing number of events  that reach materia lity 

1. Cyentia  Ins titute (2020)
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February 1-14, 2022 March 1-14, 2022 

Impact of the invasion of Ukraine on the distribution of mobile malware
Geopolitical events  create direct impact on cybers ecurity expos ure and digita l as s ets  and the changes  are 
obs ervable
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BitSight Enables Effective Cyber Risk Assessment

Res earch & As s ign

40M
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Filter & Proces s

23 
RISK 

FACTORS

BENCHMARKING

Calculate Rating

Low ratings  correlated to 
higher likelihood of breach

OBJ ECTIVE
VERIFIABLE

ACTIONABLE

1M
SECURITY
RATINGS

BitSight us es  Internet-s cale data  to as s es s , benchmark and trans late cybers ecurity ris k into a  s imple, 
comparable metric
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Cyber Risk is Enterprise Risk
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CREDIT AND 
FINANCIAL IMPACT

Acceleration of Losses 
Requires New Frameworks
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Risk
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Monitor /  

improve cyber 
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Manage 
third-party 

cyber threats

CISO
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cyber 
s trategy
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Set and 

manage cyber 
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Board of 
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effective cyber 
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proces ses

✓
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✓

As  the ris k ris es , cyber is  a  topic that cuts  acros s  organization s tructure and extends  to counterparty ris k
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Cyber Risk Transfer is Becoming Increasingly Expensive

Cyber Ins urance
Market Trends

● Cyber ins urance los s  ratios  nearly doubled from 
2017-2021 driven by ris e in rans omware

● Leading to s ignificant premium increas es : 100%+ 
in 2021 and ~ 50% in 2022a

● Underwriting now requires  actionable cyber 
analytics  in order to manage los s  control and 
remain profitable

Mars h McLennan 
Correlation Res earch

● Mars h McLennan is  
the larges t cyber 
brokerage globally 

● 14 BitSight metrics  
s ignificantly correlate 
to MMC claims  data

● Correlation unlocks  
los s  ratio potential for 
carriers

Ins urance underwriters  are now actively managing ris k a t the individual ins ured in addition to the portfolio

a. Financial Times
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Inves tment 
Management

● Strong, quantitative 
correlation to 
governance metrics

● Proven alpha 
generation to top 
as s et managers

● Proven correlation 
to equity 
performance1

Inves tors  are turning to cyber performance metrics  to as s es s  organizational performance & governance

Cybersecurity Risk is a Critical Consideration in Investment Decisions

Lorem ipsum dolor s it amet, 
consectetuer adipiscing elit. 
Maecenas  porttitor congue 
massa.

● Bullet s ample
● Bullet s ample 
● Bullet s ample

Proxy
Reports

● Cyber analytics  are 
now an es s ential 
component

● Input to ins titutional 
inves tor voting

● 13K BitSight reports  
via  Glas s  Lewis

1. Solactive
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BitSight and Moody’s are Building Unique Datasets
Combining BitSight analytics  and MIS s urvey data  a llows  for deeper ins ight on corporate governance

Financial Services Corporates Infras tructure Public

Moody’s Investors Service Cyber Issuer Survey & Heatmap, 2021
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Disclosure Regulation Further Drives the Need for Analytics
Boards  and executives  need to meas ure performance and manage dis closure effectively
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Cyber is Critical to Integrated Risk
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Effective holis tic ris k management requires  a  common taxonomy to unders tand interconnected ris ks



Audience Q&A Session

ⓘ Start presenting to display the audience questions on this slide.
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Closing Remarks 

Masha Muzyka
Head of Risk Solutions Practice



How would you rate today's event?

ⓘ Start presenting to display the poll results on this slide.



What has been the highlight of your 
day? 

ⓘ Start presenting to display the poll results on this slide.



Drinks Reception
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