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16:45
17:15
17:30

Keynote: The changing business landscape: competitive priorities for resilient banks

Economic overview

Refreshment break

Panel discussion: The Next Frontier of Value Creation: What Should Banks Transfoﬁm'b

Lunch

Breakout streams
Closing keynote: BitSight
Closing remarks

Drinks
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Keynote

The changing business landscape:
competitive priorities for resilient
banks

Professor Moorad Choudhry
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Guarav Ganguly

Chief Economist
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Europe: Testing Times

Gaurav Ganguly, Chief EMEA Economist 21 March 2023



Market Turbulence Highlights Fragility

QOil prices, $ per bbl
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Confidence Has Improved

Euro zone industrial confidence and production Euro zone retail confidence and sales
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The Economy is Fragile

Household Consumption (2019Q4=100) Business Investment (2019Q4=100)
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A Soft Recovery
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Oil Markets Shrug Off Sanctions

QOil prices, $ per bbl
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The Gas Price Has Come Down

Dutch natural gas TTF, € per MWh, 1-mo forward contract
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But Food Remains High
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Inflation Will Head Down

Euro zone HICP, % change yr ago; contributions, ppts
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And Unemployment Will Hold Steady

Unemployment rate, %
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Peak in Sight

ECB policy rate, % BoE policy rate, %
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The Risk Map Is Crowded
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Panel Discussion
The Next Frontier of Value Creation:
What Should Banks Transform to Thrive?
George Anagnastopoulos Gernot Hinterleitner Hanna Sarraf Susan Urkevich
ex- CRO Head of Corporate Credit Chief Risk Strategy Officer Head of Sustainability
Raiffeisenbank Int Starling Bank HSBC

Moderated by: Professor Moorad Choudhry
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Keynote

Strategic approaches to Cyber Risk
Management

Derek Vadala
CRO
BitSight
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BITSIGHT

Rising Interconnection of Risks Creates
a Market Mandate for Cyber Analytics



Cybersecurity Risk 1s Growing Quickly

Expanding digitization, increased sophistication of threat actors and a heightened regulatory environment has
resulted in cyber losses that are growing in frequency and severity
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Losses have meaningful impact on organizations

Although the majority of cyber events are resolved without large financial impact, and without public
disclosure,there are a growing number of events that reach materiality

-

Typical Extreme Loss

S47TM Do,

OVER $100M

28%

OVER $1B

5% &

-

S1K

S10K

$100K

SIM
Total Losses

Events with losses over $20M

-

8% of all losses are in this region

S10M $100M 518 5108

1. Cyentia Institute (2020)

BITSIGHT

©2023, BitSight Technologies, Inc. and its affiliates. All rights reserved.

43



Impact of the imnvasion of Ukraine on the distribution of mobile malware

Geopolitical events create direct impact on cybersecurity exposure and digitalassets and the changes are
observable

February 1-14,2022 March 1-14,2022
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BitSight Enables Effective Cyber Risk Assessment

BitSight uses Internet-scale data to assess,benchmark and translate cybersecurity risk into a simple,
comparable metric

Collect Data Research & Assign Filter & Process Calculate Rating

Low ratings correlated to
higher likelihood of breach
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Cyber Risk 1s Enterprise Risk

As the risk rises, cyberis a topic that cuts across organization structure and extends to counterparty risk
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Cyber Risk Transfer 1s Becoming Increasingly Expensive

Insurance underwriters are now actively managing risk at the individual insured in addition to the portfolio

Cyber Insurance Marsh Mclennan
Market Trends Correlation Research @ MarshMclLennan

Cyber insurance loss ratios nearly doubled from e Marsh MclLennan is
2017-2021 driven by rise in ransomware the largest cyber
brokerage globally
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Cybersecurity Risk is a Critical Consideration in Investment Decisions

Investors are turning to cyber performance metrics to assess organizational performance &governance
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BitSight and Moody’s are Building Unique Datasets

Combining BitSight analytics and MIS survey data allows for deeper insight on corporate governance
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Disclosure Regulation Further Drives the Need for Analytics

Boards and executives need to measure performance and manage disclosure effectively

Mooby’s
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Cyber is Critical to Integrated Risk

Effective holistic risk management requires a common taxonomy to understand interconnected risks
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Closing Remarks

Masha Muzyka

Head of Risk Solutions Practice
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